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About

Horus Scanner is a comprehensive security scanning tool widely used in DevOps
environments to identify vulnerabilities and other security issues. It is renowned
for its speed, ease of use, and the fact that it does not require a complex
database for maintenance.
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Containerization

Containerization is one of the
primary global software
development trends. The
technology allows to
accelerate the app design and
delivery process. However,
traditional security solutions
aren’t suitable for the
architectural features of
containerized environments.
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Horus Scanner Overview

Horus Scanner is a comprehensive security scanning tool
widely used in DevOps environments to identify
vulnerabilities and other security issues. It is renowned for its
speed, ease of use, and the fact that it does not require a
complex database for maintenance.

Key features

Container Images

This is the most common use
case, detecting vulnerabilities
in operating system packages
and application
dependencies.

Infrastructure as Code (1aC)
Detects misconfigurations in
configuration files such as
Terraform, CloudFormation,
Kubernetes manifests, and
Dockerfiles.

Secrets Detection

Searches for exposed
passwords, API keys, and
leaked sensitive information
within source code or
container images.

Filesystems and Git
Repositories

Scans local files, directories,
or remote Git repositories to
identify security issues.

Kubernetes and Cloud
Deployments

Scans for security risks within
Kubernetes environments
and cloud services.



Horus Container architecture

Benefits

Simple and Lightweight

Easily installed as a single
binary file, requiring no
complex configuration or
external databases.
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Comprehensive Scanning

Utilizes vulnerability
databases from various
sources (such as NVD, Alpine
SecDB, and Red Hat Security
Data) to ensure broad
coverage.

S
Easy Integration

Can be seamlessly integrated
into Continuous
Integration/Continuous
Deployment (CI/CD) pipelines
to automate security checks.



